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1 Introduction

Following the ground-breaking work on public-key encryption in the 70’s, the field of Cryptog-
raphy has evolved far beyond securing message transmission. Today, cryptographic protocols
are used in large-scale systems to guarantee not only confidentiality and authenticity but also
attack- and fault-tolerance. For instance, the notion of a secure computation, introduced by
Yao and Goldreich, Micali and Wigderson in the early 80’s, enables a set of parties to, through
the execution of a distributed communication protocol, securely implement any service that a
trusted party could perform for them. Security here means that, even if an arbitrary subset of
the parties get corrupted and deviate from their prescribed instructions, both correctness and
confidentiality is still maintained.

This novel use of cryptography, however, also admits new types of attacks. The security of most
cryptographic protocols (and, in particular, those for secure computation) can be compromised
if many instances of the protocol are concurrently executed. This concurrent setting allows a
coordinated attack in which an adversary controls many parties, interleaving the executions of
the various protocol instances. For instance, a so called man-in-the-middle attacker participating
in two simultaneous executions of a cryptographic protocol might use messages from one of the
executions in order to violate the security of the second.

Consider a two-party protocol between A acting as an initiator, and B acting as a responder.
A man-in-the-middle adversary M controlling the channel between A and B can participate in
an interaction with A, acting as a responder, and at the same time participate in an interaction
with B, acting as an initiator. Furthermore, by exploiting the interaction with A, M might
be able to violate the security of the interaction with B. At a first glance, it seems that such
an attack can be prevented by encrypting all communication between A and B. This does not
work: If M is acting as truthful responder in its interaction with A, then A will believe that
M is the rightful owner of the messages she sends, and thus encrypt all her messages using M’s
key. The same holds for B. Indeed Lowe’s famous attack on the Needham-Schroeder protocol
works this way.

On the Internet concurrent attacks are unavoidable. While both the need and definitions were
articulated in the early 90’s, constructions of concurrently secure protocols are lacking. During
the reporting period, we have developed several novel techniques for dealing with concurrent
attacks, leading to the resolution of several decade-old open problems:

e We obtained the first sub-logarithmic construction for defending against man-in-the-middle
attacks based the minimal assumption of one-way functions; this had remained a major
open problem for almost 20 years.

e We obtained the first secure computation protocol that relies on the same assumptions
as the original work by Goldreich, Micali and Wigderson but uses a sublinear number of
commuications rounds, resolving a problem open since the conception of secure multi-party



computation in 1987.

e We demonstrated how techniques used to defend against man-in-the-middle attacks can
be leveraged to get concurrent secure multi-party computation protocols; this connec-
tion made is possible to significantly weaken earlier assumptions on trusted infrastructure
and/or computational intractability assumptions.

e We constructed the first secure computation protocols that require no trusted infrastruc-
ture other than authenticated communication, and that satisfy a meaningful notion of
security that is preserved under concurrent executions assuming standard cryptographic
hardness assumptions.

o We demonstrated several new techniques for constructing practical and concurrently secure
protocols for the specific class of, so-called, zero-knowledge protocols.

As outlined in our original proposal, our work has focused on two interrelated threads:

1. Minimizing Trusted Set-Up

2. Defending Against Man-in-the-middle Attacks

Below, we elaborate on some of our most central contributions in these two thread, and conclude
with a brief summary of some other results that were obtained as a consequence of a joint study
of the above threads.

2 Minimizing Trusted Set-up

To avoid the complexities concurrency brings, most of the literature relies on a trusted set-
up during which all participating parties are initialized with trusted information. Typically, a
trusted set-up requires an initial intervention of a trusted party; execution of the protocol can
then proceed without further help from that trusted party. But in many settings it might be
hard to agree on a trusted party or such a party might not exist.!

An alternative method for obtaining a trusted set-up is to assemble all participating parties in
a “trusted isolated chamber” where no communication with the outside world is possible. The
parties by themselves then run a secure computation protocol to provide the appropriate set-
up. After this initialization phase, they can subsequently engage in executions of cryptographic
protocols—with the same group of parties—but this time at distance. This approach is not
practical because it requires assembling all parties at the same physical location.

!The situation is exacerbated by the fact that in known solutions the trusted party can cheat in an arbitrary
and undetectable way.



Using AFOSR we made significant progress on minimizing the trusted set-ups required for
executing concurrently secure protocols (see publications [23,15]). In particular, we showed that
significantly weaker (and thus harder to compromise) set-up suffices. To give one example, the
most popular trusted set-up model is the common reference string (CRS) model, introduced by
Blum, Feldman and Micali, which assumes (1) all parties participating in the protocol execution
have access to a common string that has been “ideally” sampled from some specific pre-defined
distribution, and (2) that no side information about how the string was generated is known
to any protocol participant. Protocols in the CRS model are typically quite particular about
the distributions they need. Some protocols specify distributions that involve some non-trivial
sampling process, but even in protocols that need relatively simple distributions (say, the uniform
distribution) the security analysis quickly falls apart as soon as the distribution of the common
reference string is changed only slightly. The sensitivity of the CRS model to distribution
peculiarities rules out physical implementations where the reference string is taken to be the
result of joint measurement of some physical phenomenon. While it is reasonable to believe
that such phenomena are largely unpredictable and uncontrollable, so they have high entropy,
it is hard to believe they are taken from an exact distribution that is known to and useful for
the protocol designer. As a corollary of our general result, we establish that indeed, as long as
the common reference string has sufficient amount of min-entropy? concurrent security can be
established.

Perhaps more importantly, our methodoly provides a general framework for constructing con-
currently secure protocol. This approach unifies, simplifies and improves, essentially all known
results on concurrent secure computation. The key idea behing this framework is a general
method for leveraging techniques used to defend against man-in-the-middle attacks (see Section
3) to get full concurrent security.

Although our initial goal was to simply lower the assumptions on the trusted set-up, our frame-
work leads to improvments also in efficiency and computational assumptions. Perhaps surpris-
ingly, it even improves known results without concurrency: For instance, the work presents the
first asymptotic improvement to the round-complexity of the seminal general secure computa-
tion protocol of Goldreich, Micali and Wigderson without making any further assumptions; this
had remained open since 1987.

3 Defending Against Man-in-the-middle Attacks

One of the most basic—and easiest to mount—attacks on a cryptographic protocol, involves a
man-in-the-middle adversary having full control over the communication channel linking the par-
ties executing the protocol. Non-malleable protocols defend against man-in-the-middle attacks.
The design and analysis of non-malleable protocols (i.e., protocols that withstand man-in-the-

2The min-entropy of a distribution D is — log, p, where p denotes the probability of the most likely string in
D. Thus, roughly speaking, a source with min-entropy k, has “as much” randomness as a k-bit random string.



middle attacks) is a notoriously difficult task. The task becomes even more challenging if honest
parties do not use any kind of trusted set-up. Indeed, only a handful of such protocols have
been constructed so far.

We here focus on one of the most basic and central cryptographic tasks: commitment schemes.
Often described as the digital analog of sealed envelopes, commitment schemes enable a party,
known as the sender, to commit itself to a value while keeping the value secret from the receiver.
Furthermore, the commitment is binding, meaning that in a later stage when the commitment
is opened, a single value determined in the committing stage will be found. The application,
ranges from coin flipping to secure computation.

Non-malleable commitments get to the essence of a man-in-the-middle adversary. For example,
an adversary upon seeing a commitment to a specific value v, might be able to commit to a
related value (say, v — 1), even though it does not know the actual value of v. Non-malleable
commitments block such attacks.

The original paper by Dolev, Dwork and Naor (DDN) presents the first protocols achieving
non-malleable commitments without relying on any trusted set-up. Their protocols only re-
quire the existence of one-way functions (which is the minimal cryptographic assumptions) but
require O(logn) rounds of interaction, where n € N denotes the length of a party identifier
(e.g., an IP-address). Since their seminal work over 2 decades ago, there has been a large litera-
ture attempting to improve the round-complexity of non-malleable commitments. But all such
attempts require either trusted set-up assumptions, or stronger computational intractability as-
sumptions; no improvments to the round complexity of non-malleable commitment assuming
minimal assumptions were found.

During the reporting period, we managed to address this central open problem, and go beyond
the DDN O(log n)-round barrier for constructing non-malleable commitments based on minimal
assumptions: assuming only one-way functions, we construct an O(1)9"™ round protocol.> See
publication [14]. Rather than providing a direct construction of a full-fledged non-malleable
commitment, we start with a weak notion of non-malleability; we, next, present a technique for
amplifying weakly non-malleable commitments to full-fledged ones. The amplification procedure
consists of two basic steps that are iterated log*n times. Since the original publication of this
work, several other works have relied on this “non-malleability” amplification procedure.

Other methods for defending against man-in-the-middle attacks are explored in publications [17,
19,3].

3Recall that log* (the iterated logarithm function) is the number of times the logarithm function must be
2

2
iteratively applied before the result is less than or equal to 1. For instance log*26553¢ = log*222 =5.



4 Other Significant Results

e Practical Methods for Defending Against Concurrent Attacks. Our most general
techniques for defending against concurrent attacks are still inefficient. We have also fo-
cused on developing practical solutions for certain specific types of cryptographic protocols.
One central task of interest is so-called zero-knowledge proofs: Zero-knowledge proofs (in-
troduced by Goldwasser, Micali and Rackoff) are protocols that enable one party—called
the prover—to convince another party—called the verifier—about the validity of some
mathematical statement without revealing anything else about the content of the state-
ment. Such protocols are useful in preventing active attacks on cryptographic protocols.
Specifically, adversarial behavior is prevented by requiring protocol participants to prove
in zero-knowledge that they have followed the protocol. As such, zero-knowledge proof also
serve as a test-bed for the more complex notion of secure computation. In publications
[20,18,16, 10,7,6] we have developed several new techniques for improving the efficiency of
zero-knowledge protocols, and establishing practical solutions to concurrently secure zero-
knowledge protocols. We have also developed several novel lower-bounds demonstrating
what type of inefficiencies are necessary.

e Concurrent Security Without Any Trusted Set-up. By combining techniques de-
veloped in the above two threads, we constructed the first secure computation protocol
that does not require any trusted infrastructure other than authenticated communication,
and that satisfies a meaningful notion of security that is preserved under concurrent exe-
cutions assuming standard cryptographic hardness assumptions; see publication [2]. This
addresses a central problem left open since the seminal works on concurrent security from
1990. Such new models of protocols security are further explored under the auspices of
our AFOSR grant entitled “New Models of Protocols Security”

e Game-theoretic approaches to cryptographic protocols. During the reporting pe-
riod we also initialized a game-theoretic study of cryptographic protocol security; see
publications [13,9]. This research direction is further explored under the auspicies of our
our AFOSR grant entitled “New Models of Protocols Security”.
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